ITAMATKA JUIAA OBYYAIOIIIUXCA

Ob NTH®OPMAIIMOHHOM BE3OITACHOCTH JIETEN
HEJIb35
1. Bcem moapsn cooOmiaTe CBOIO 4YacTHYHO HMH(popMaiuio (HacTosmue ums, Gpamunuio, TenedoH, aapec,
HOME)p LIKOJIBI, a TaKkke (poTorpaduu CBOM, CBOEH CEMbHU U JIpy3eil);
2. OTKpBIBaTh BIIOKEHHBIE (DAIIBI AJIEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuts, mpuanparthbcsi, OKa3bIBaTh AaBJICHHUE - BECTU CE0s1 HEBEXKIIMBO U arPECCUBHO;
4. He pacrniopspkaiicsi I€HbI'aMH TBOCH CeMbH 0€3 pa3pelIeHus CTapIIuX - BCETa CIpainBail poauTeiei;
5. He Bctpeuaiica ¢ MHTEpHET-3HAKOMBIMU B pEajbHOM JKM3HU - ITOCOBETYHCS CO B3POCIBIM, KOTOPOMY
JOBEPSICILIb.
OCTOPOXHO
1. He Bce nmumyt npapny. Yuraems o cebe Henpasay B MuTepHeTe - cooOuy 00 3TOM CBOMM POAUTENSIM
WM OIIEKYHAM;
2. [Ipurnamarot nepenuchiBaThCs, UTPaTh, 0OOMEHUBATHCS - MPOBEPD, HET JIU TIOJIBOXA;
3. He3akonHoe konmpoBaHue ¢aiinoB B IHTepHETE - BOPOBCTBO;
4. Beerna pacckasbIBail B3pOCIBIM O MPOOIeMax B CETH - OHU BCETra MOMOTYT;
5. Ucnonp3yii HACTPOMKHU OE30MACHOCTH M MPUBATHOCTH, YTOOBI HE IOTEPATH CBOM aKKAyHTHI B COLICETSIX U
OPYruX MmopTanax.
MOHO
1. YBaxaii Ipyrux noJib30Bareiei;
2. [lonb3yeuibcst IHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY Ha HETO;
3. OTKpbIBAM TOIBKO TE€ CCHUIKU, B KOTOPBIX YBEPEH;
4. O0maTbes 32 TOMOIIBIO B3POCIIBIM - POJUTEINH, OTIEKYHBI M aIMUHHUCTPALIMS CATOB BCET1a TIOMOTYT;
5. [poiian obydyenue Ha caiite "CeTeBUYOK" U MOTY4YH MacnopT HU(POBOro rpaxkaaHruHal

NHOOPMALNMNOHHASA TAMATKA JJIA OBYYAIOLIUXCA
C KaxJpIM I0JIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTCS OOJIbIIE, a IIKOJIbHUKU OJIHU U3 CaMbIX aKTHBHBIX
nosib3oBaresneil Pynera. Mexny Tem, IOMMMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U
pooIeMbl. DTa maMaTKa JOJDKHA IIOMOYb Tebe Oe30MacHO HaXOIUThCS B CETH.
KoMnbrorepHsie BUPYChI
KomMmnbroTepHsiii BUPYC - 3TO Pa3HOBUAHOCTh KOMITBIOTEPHBIX MPOTrpamMM, OTIMYUTEIBHONW OCOOEHHOCTHIO
KOTOPOH SIBJIIETCSI CHOCOOHOCTh K Pa3MHOXKEHMIO. B J1omonHeHne K 3TOMy, BUPYChl MOTYT HIOBPEIUTh UIIH
MIOJIHOCTBIO YHUUTOXHUTH BCE (pailyibl U JaHHBIE, IOJJKOHTPOJIbHbBIE TI0JIb30BATEN0, OT UMEHHU KOTOPOro Oblia
3aIlyllleHa 3apakeHHasl IporpamMma, a TaKkyKe MOBPEIUTD WM 1aXKe YHUUTOXKUTH ONEPALIMOHHYIO CUCTEMY CO
BceMU (aiiamMu B 11eJ0M. B G0JIbIIMHCTBE Cily4aeB pacpOCTPaHsIOTCS BUPYCHI Uepe3 UHTEPHET.
Metoabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMM:
1. Hcnonb3yil COBPEMEHHBIE OIEPALMOHHBIE CHUCTEMbI, HMEIOIIME CEPbE3HBI YPOBEHb 3aIUTHI OT
BPEIOHOCHBIX ITPOTPAMM;
2. IlocTrosiHHO ycTaHaBnuBail mauTu (UM(POBBIE 3aIUIATKH, KOTOPhIE aBTOMATUYECKU YCTaHABJIMBAIOTCS C
LeJIbI0  TOpaOOTKHM TMporpaMMbl) M Jpyrue OOHOBIEHMS CBOEH omepalvoHHOM cucteMmbl. CkauuBail ux
TOJIBKO C oduuuanpHoro caiita paspaboruuka OC. Ecnm cymiectByeT pexXuM aBTOMATHUYECKOTO
OOHOBJICHUS, BKJIFOUH €T0;
3. Paboraii Ha cBOEM KOMIIbIOTEpE MOJ IpaBaMM MOJIb30BaTENs, a HE aAMUHHUCTpPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrpaMM WHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM KOMITBIOTEPE;
4. Vcnonb3yil aHTUBHPYCHBIE NMPOTPaAMMHbBIE MPOAYKTHI M3BECTHBIX MPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM
00OHOBIIEHHEM 0a3;
5. Orpanuub PU3UUECKHUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;
6. Mcnionp3yii BHEIIHKME HOCUTENU MH(POPMALIUH, TaKue KaK (IIeIIKa, JUCK WU (aill u3 HHTepHeTa, TOJIbKO
13 NMPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbiBail KOMIbIOTEpHBIE (aillibl, MONyYEeHHbIE W3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te ailnsbl,
KOTOpBI€ MpHCcIiai TBOM 3HaKOMBIN. JIydille yTOuHH y HEro, OTIPaBIIsUI JIM OH TeOe HX.

Ceru WI-FI

Wi-Fi - 5T0 He Buj mepenayn JaHHBIX, HE TEXHOJIOTHUS, a BCEro JMIIb OpeHn, mMapka. Eme B 1991 romy
HujepiaHackas komnanus 3apeructpuponaina opens "WECA", uto o6o3Hauano cioBocoueranue "Wireless
Fidelity", koTopblif mepeBoaAnUTCS Kak "OecrpoBOIHAS TOYHOCTD'.



Jlo Hamiero BpeMeHHM Joluia Apyras abOpeBwarypa, KOTOpas SBISETCS TAaKOH K€ TEXHOJOTHEeH. IDTo
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue OBIJIO JTaHO C HAMEKOM Ha CTAHJAPT BBICIICH 3BYKOBOW TEXHHKHU
Hi-Fi, uro B mepeBosie 03HavaeT "BbICOKast TOYHOCTB".

Ja, GecriaTHBIH MHTEPHET-IOCTYN B Kade, OTEeNIX M a’dporoprax SBISETCS OTIMYHOM BO3MOMXKHOCTBHIO
BbIXOJa B HMHTEpHET. Ho MHOrme sKcmepThl CUMTaloT, 4Tto obmenoctynHble Wi-Fi cetn He SBISIOTCS
0€301MaCHBIMH.

CoBeTnbl 0 6e30MaCHOCTH PadoThHI B 001eT0CTYNHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoro ymuHyro uHbopmaruio depe3 obmenoctymasie Wi-Fi cetn. PaGoras B HuX,
JKeJaTeIbHO He BBOAUTH MAPOJIH OCTYIIA, JOTHHBI U KAKHE-TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem caMbIM Thl 00e30macHIllb ceds
OT 3aKa4yKH BHpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi otkmoun ¢ynkmuto "OOmuid noctyn k ¢aiam u npuHTepam". JlanHas
(GyHKIMS 3aKpbITa 1O YMOJYaHHUIO, OJHAKO HEKOTOpBIC IOJIb30BATENIM AKTUBUPYIOT €€ Juisi yIo0cCTBa
HCIIOIb30BaHUsl B paboTe WK yueoe;

4. He ucnione3yit nyonmmunsiii WI-FI i nepenaun mMuHBIX 1aHHBIX, HAPUMED VIS BBIXO/Ia B COIIMAJIbHbIC
CETH WUJIU B DJIEKTPOHHYIO TOUTY;

5. Ucnonp3yii Tonbko 3ammiieHHoe coeannenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-anpeca
BBOIM UMeHHO "https://";

6. B moOwisHOM Tenedone orkimoun Gynaknuro "llogkmrouerne k Wi-Fi aBromarnuecku". He momyckaii
aBTOMATHUYECKOTO MOAKIIOUYEeHUS yCTpoiicTBa k ceTam Wi-Fi 6e3 TBoero cornacusi.

CounajbHble CeTH

ConuasibHble CETU aKTUBHO BXOJAT B HAIy KM3Hb, MHOTHE JIOAM pabOTalOT U KHUBYT TaM MOCTOSHHO, a B
Facebook yxe 3apeructpupoBan MUJUIMAp/L YETIOBEK, UTO SBJSETCSA OJJTHON CeIbMOM BCeX KUTENEH IIaHEeThI.
MHorue noJp30BaTeNId HE NOHUMAIOT, YTO MH(POpMAIUs, pa3MELeHHas: MU B COLUAIbHBIX CETAX, MOXKET
OBbITh HaliieHa U UCMOJIb30BaHa KEM YTOJIHO, B TOM UHUCIIE HEe 0053aTeNIbHO ¢ OJJaTUMU HAMEPEHUSIMHU.
OcHOBHBIE COBETHI 110 0€30I1aCHOCTH B COLIMATIbHBIX CETAX:

1. Orpannyb criucok apy3seil. Y 1e0s B Ipy3bsAX HE JOJKHO ObITh CITyd4alfHbIX U HE3HAKOMBIX JIFOJICH;

2. 3amuminail cBOK0 4acTHYO kHU3Hb. He ykasbiBail mapoiu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKICHUS U
APYTYIO JUYHYI0 UH(OPMAIHIO. 3II0YMBIIUIEHHUKH MOT'YT UCIIOJb30BaTh Jake MHPOPMALIMIO O TOM, KaK Thl
Y TBOM POJIUTEININ TUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3amuinai cBOIO peryTalulo - IepXKH ee B YMCTOTe U 3a/aBail cebe BOIpoc: XOTe Obl Thl, YTOOBI ApYyTHe
MI0JIB30BATEIN BUJIENH, YTO ThI 3arpyxkaemb? [logymaii, mpexae yeM 4To-TO OMyOJMKOBATh, HANMKUCATh U
3arpy3uTh;

4. Ecnu Thl TOBOPHUILL C JIFOJIBMU, KOTOPHIX HE 3HaElllb, HE HCIOJIb3yH CBOE peajlbHOE MMSI U JPYTYIO
JMYHYI0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U MpoYee;

5. W306erait pasmemenus ¢potorpaduii B IHTepHETE, Iie Thl H300pakeH HAa MECTHOCTH, 10 KOTOPOM MOXKHO
OIIPEAEIUTDH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpannyu B COUATEHON CETH HEOOXOIMMO MUCTIOIB30BAThH CIIOKHBIEC TIAPOITH, COCTOSIINE U3 OYKB
U IIM(]p U ¢ KOTMYECTBOM 3HAKOB HE MEeHee §;

7. st couuanbHON CeTH, MOYTHI U APYTUX CaWTOB HEOOXOAMMO HCII0JIb30BaTh pa3Hble mapoiu. Toraa eciau
Te0sI B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4YaT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE JeHbI U

DNEeKTPOHHBIE IEHBIH - 3TO OYEHb YI0OHBIN CIIOCO0 MIIaTeXel, 0JHAKO CYIIECTBYIOT MOIIEHHUKHU, KOTOPbIE
XOTAT NOJYYUTh 3TH JEHBIU.

DNEeKTPOHHBIE IEHbIU MOSIBUIMCH COBCEM HEJIAaBHO M MMEHHO M3-3a 3TOT0 BO MHOTHX TOCyJapcTBax /10 CUX
IIOp HE MPOMKUCAHO NP0 HUX B 3aKOHAX.

B Poccun ke oHu (QYHKIMOHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, /i€ UX PA3AENSIOT Ha HECKOJBKO
BUJIOB - AHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pelIacTcs
MPOBOANTH oOmepaluuu 0e3 uJIeHTU(PUKAUWK TOJb30BaTeNsl, a B HEAHOHUMHBIX HJIACHTU(UKALINS
MI0JIb30BATENs ABISETCS 0053aTEIbHOM.

Takxe crneayer pas3inyaTh 3JEKTPOHHbIE (HUATHBIE JEHBI'M (paBHBl T'OCYIAapCTBEHHBIM BajlOTaM) H
3JIEKTPOHHBIE He(pUaTHBIE IEHBIU (HE PaBHBI FOCYIAPCTBEHHBIM BAJIIOTaM).

OcHoBHbIE coBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMHU 1eHbIAMH

1. [IpuBsbxu K cueTy MOOUIIBHBIHN TeraedoH. DTO camblil yA0OHBII 1 OBICTPBII CIOCOO BOCCTAHOBUTH JIOCTYII
K cuery. [IpuBs3anHbIil TenedOH TOMOXKET, €Cu 3a0yAenIb CBOM TIaTSKHBIA MapoJih WM 3aiIeIh Ha CaluT
C HE3HAKOMOI'0 YCTPOUCTBA;



2. Hcnonw3yit ogHOpa3oBsie maposu. [locne mepexoaa Ha YCHICHHYIO aBTOpH3aluio Tebe yxe He Oyaer
YIpOKaTh OMACHOCTh KPAXKU MJIU MEPEXBATA IJIATEKHOTO MapoIs;

3. Boibepu cnoxubiii maposib. [IpectynmHukam OyAeT He MPOCTO yraaarh CIOXKHBIA maposb. Hamexubie
Mapojy - 3TO MApOJIU, KOTOPBIE COJEPKAT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B ce0sl CTPOUHBIE M MPOIKCHBIE
OyKBbI, IU(PBI 1 HECKOIBKO CHUMBOJIOB, TaKHe KaK 3HAaK JoJuiapa, (yHTa, BOCKIMLIATENbHBIA 3HAK U T.IL.
Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAsl IOYTa - 3TO TEXHOJIOTUS M IPENOCTABISEMbIE €0 YCIYTM IO MEPECBUIKE U IOIYYEHHUIO
JNEKTPOHHBIX COOOIICHUN, KOTOPBIE PACHPEICNISIOTCS B KOMIBIOTEpHOW ceTh. OOBIYHO SIEKTPOHHBIH
MOYTOBBIA ALK BBITTSAUT CICAYIOIUM 00pa3oM: HMs_IOJIb30BaTeNsI(@uMs_jaoMeHa. Takke Kpome
nepeaayy MpocToro TeKCTa, MMEETCsl BO3MOKHOCTD TIepeiaBaTh (haiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ MIEKTPOHHON TTOYTOM:

1. Hamo BBIOpaTh NpaBUIIBHBIA MOYTOBBIM cepBUC. B HMHTEpHETE €cTh OrpOMHBIH BBIOOp OecCIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIe JOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBbII B PEUTHHIE;

2. He yka3pBaii B JM4HOM moure JMuHyr0 wuH(opmamuio. Hampumep, ydme — BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" wim "pok2013" Bmecto "Temal3";

3. Ucnonb3yit ABYXATAIHYIO aBTOPU3AIMIO. DTO KOTIa TOMHUMO IapOJisi HYKHO BBOAUTH KO/, PUCHUIAEMbIN
o SMS;

4. BeiOepu cOKHBIN Mapoiib. JlJis KaKI0ro MOYTOBOTO SIIIMKA JOKEH OBITh CBOW HAJACKHBIN, YCTOWYUBBIMA
K B3JIOMY I1apoJib;

5. Ecnm ecth BO3MOKHOCTh HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. Mcnonp3yii HECKOJIBKO TTOYTOBBIX SIIIIMKOB. [1epBbIil AJ11 4acTHOM MEPENUCKH C aJpecaTaMu, KOTOPbIM Thl
JOBEpsieIIb. DTO AIEKTPOHHBIN a/Ipec HE HAJI0 UCTIONIB30BaTh MPH PETUCTPAIK Ha popymax u cailTax;

7. He oTkpsiBaii ¢ailsibl U Ipyrue BIOKEHUS B MMMChMaX, )K€ €CJIM OHU MPUIILTH OT TBOMX Apy3ei. Jlydiie
YTOYHHU Y HUX, OTHPABIISUTA JIX OHU TeOe 3TH (Hailiibr;

8. Ilocne okoHYaHMs pabOTHI Ha MOYTOBOM CEpPBUCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM He 3a0y/ab HaXKaTh
Ha "BeriT".

Ku6epOyuiuHT WK BUPTYaJibHOE U31eBATEIbCTBO

KubepOynauHr - npecieqoBaHue COOOLICHUSMH, COAEP)KALIMMU OCKOPOJICHHsI, arpeccHio, 3allyTMBaHUE;
XYJIUTaHCTBO; COLMAIIbHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHbBIE COBETHI 0 O0PbOE ¢ KNOEPOYIIITMHIOM:

1. He Opocaiicst B 60ii. Jlyumuii croco0: mocoBeTOBaThCA Kak ce0st BECTH M, €CJIM HET TOTO, K KOMY MOXHO
00paTUThCs, TO BHaYalle YCIOKOUThCs. Ecin Thl HauHeIb OTBEYaTh OCKOPOJICHUSIMH HAa OCKOPOJICHUS, TO
TOJIBKO e111e OOJIbIIIE Pa30kIKellb KOH(IUKT;

2. Vrpasinsii cBoel kubeppenyraimei;

3. AHOHMMHOCTbH B ceTd MHUMasl. CyIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
4. He crout BecTH XyJIUTaHCKUI 00pa3 BUPTyalbHOW *kHU3HU. VIHTepHET (uKCUpyeT Bce TBOU ACUCTBUS U
COXpaHsIeT uX. Y JaJluTh UX OyAeT KpaliHe 3aTPYAHUTEIBHO;

5. CoGunroziait CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHbIi HeraTuB. OAHOPA30BbIE OCKOPOUTENBHBIE COOOIIEHMS JIydllle UTHOPHUPOBATD.
OObIuHO arpeccus NpeKpamaeTcs Ha Ha4aJIbHON CTaIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COIIMAIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHHH C ONpe/IeIEeHHBIX aJpecoB;

8. Ecom Te1 cBuperensy knbepOyiunHra. TBOM ACHCTBUA: BBICTYNUTH MPOTHB IMPECIIENOBATENs, MOKa3aTh
€My, U4TO €ro JEHCTBHS OLEHUBAIOTCS HETATUBHO, MOAJEPKATh KEPTBY, KOTOPOH HYXKHA ICUXOJIOTHYECKast
MTOMOII[b, COOOIIUTH B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBEJCHUS B CETH.

MoOnabHbli Tej1e()oH

CoBpemenHble cMapT(HOHBI U TIAHIIETHI COJEPKAT B ceOe BIOJTHE B3POCHBIM (YHKIIMOHAN, U TEMEeph OHU
MOTYT KOHKYpPHUPOBaTh CO CTAIlMOHAPHBIMH KoMIbloTepamMu. OHAKO, CPEICTB 3alUTHI IS MOAOOHBIX
YCTPOIMCTB MOKa OYeHb Masio. TecTupoBaHKe U TIOUCK YA3BUMOCTEH B HUX MPOMCXOAUT HE TaK HHTEHCUBHO,
kak juist [1K, To ske camoe kacaercss U MOOMIIBHBIX TIPUIIOKCHHH.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIE aAHAJIOTH, OJIHAKO
pacmmpenre pyHKIIMOHaIA BIIEUET 32 COO0H OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIIEHHOCTb.



Jlaneko He Bce MPOU3BOJIUTENN BBITYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOLINE KPUTHUECKUE YS3BHUMOCTH JUIS
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOHMIIBHOTO TeledoHa:

Huyero He sBisieTcss mo-HactosimieMmy OecratHbIM. Byns ocTroposkeH, BeAb Korja Tebe MpeasaraioT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

Hymaii, mpexxze uem otnpaBuTh SMS, ¢poro umu Buzaeo. Tel TOYHO 3HACIIb, T OHU OYAyT B KOHEYHOM
urore?

Heo0xo1muMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIs1 MOOMITBHBIX TeJIe(hOHOB;

He 3arpyxail mpuioxeHHss OT HEU3BECTHOTO HCTOYHHMKA, BEAb OHU MOTYT COJAEpXKaThb BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne Toro kak Tl BBIHCIIL C caiiTa, TJie BBOJIWI JUUHYIO HH(OpMaIMIO, 3aiiI1 B HACTPOilku Opaysepa u
ynamu cookies;

[lepuoanuecku npoBepsii, KaKUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tesne(OHa TOIBKO JIOISIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSEIIb;
Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa Tl UM HE ToJb3yelibes. He 3a0bIBaii mHOT A IPOBEPSATH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAHH-UTPBl - 3TO KPAaCOUHbIE, 3aXBaThIBAIOLIME pPa3BJICUYEHUS, OOBEIUHSIOLIUE COTHU
ThICAY 4YeJIOBEK 110 BceMy MHpy. Mrpoku HcciaenyroT AaHHBIA MM MHUp, OOLIAIOTCS ApPYyr € APYroM,
BBINIOJHAIOT 3aJlaHus, CPaXalTCs C MOHCTpAMU M IIOJY4YalOT ONBIT. 3a YAOBOJILCTBUE OHM ILIATST:
MOKYNAIT JUCK, OIUIAYMBAIOT A0OOHEMEHT UJIM MIPHUOOPETAIOT KaKUEe-TO OILIUH.

Bce st cpeiactBa uAyT Ha mojjepKaHME M pa3BUTUE WIPHI, a TaKkKe Ha caMmy O€30IacHOCTB:
COBEPLICHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALMH, BBIIYCKAIOTCS HOBble HaTuu (UM(POBBIE 3amaaTKU JUis
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B 1monoOHBIX Urpax CTOMT oIacaTrbCsi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXKH TBOETO MapoJsi, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMH OOJIBITUHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O UTPOBOI'0 AKKAYHTA:

1. Ecnu npyroii urpok BenmeT cedsi IIOXO WM CO3AaeT TeOe HENMPHSATHOCTH, 3a0JIOKHpPYH €ro B CIIHCKE
UTPOKOB;

2. INoxanylics aAMHUHUCTpPATOpaM UIPhl Ha IJIOXOE IMOBEACHHME 3TOr0 HUIpOKa, JKENATEeIbHO MPUIIOKHUTD
KAaKHe-TO JI0Ka3aTeIbCTBa B BUJIE CKPUHOB;

3. He ykaspiBaii TuuHyto uH(GOpMaIuIo B podaiisie Urpsl;

4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBnuBaii Heo(UIaIbHBIE TTATYH U MO/IBI;

6. Mcnonp3yi CII0KHBIE M pa3HbIE N1apOJIy;

7. Jlaxe BO BpeMs WIpbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. IIoka Thl Wrpaemib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WM KPaXkKa JUYHBIX JAHHBIX

OObIYHON Kpakel JeHer W JOKYMEHTOB CEroJHsl YK€ HUKOTO HE YAMBHILIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUI 3TOYMBIIUICHHUKH TEPEeMECTHINCh B WHTEPHET, W MPOJOIIKAIOT 3aHUMAThCA 'THOOMMBIM"
JIEJIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, TTIaBHAS 11€7Thb KOTOPOTO COCTOUT B
MOJTYYeHUN KOH(PUACHITMATBHBIX JAHHBIX TOJB30BaTeNIel - JIOTMHOB W Mmaposie. Ha aHTIMIICKOM sI3BIKE
phishing untaercs xak ¢pumumHr (ot fishing - peioHas noss, password - maposs).

OcHOBHBIE COBETHI 110 00PHOE C PUITUHTOM:

1. Crieqm 3a cBOMM akkayHTOM. Eci ThI 10/103peBaeliib, YTO TBOSI aHKETa Obljla B3JIOMaHa, TO HEOOX0AUMO
3a0JIOKUPOBATH €€ ¥ COOOINUTh aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Ucnionb3yit OezonacHble BeO-CailThl, B TOM YHCIIe, MHTEPHET-Mara3nHoB U TTOMCKOBBIX CUCTEM;

3. Wcnonb3yii CIOXKHBIE U pa3HbIe Mapoiu. TakuMm oOpa3om, eciii TeOsi B3IIOMAIOT, TO 3JTOYMBITIUICHHUKN
MOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(DUITIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s1 B3710MaIId, TO HEOOXOAUMO MPEAYIIPEANTH BCEX CBOMX 3HAKOMBIX, KOTOpPHIE JOOABIEHBI Y TEOs
B JIPY3bSX, O TOM, YTO T€Os B3JIOMAIM U, BO3MOXKHO, OT TBOET0 UMEHU OyJIeT pacChlIaThCs ClaM M CCBUIKH
Ha (DUIIUHTOBBIE CAUTHI;

5. Ycranosu HazexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKII0YM COXpaHEHHUE Maposis B Opaysepe;



7. He oTkpeiBaii (paiisipl U Apyrue BIOKEHUS B MUChMaX, Ja)Ke €CJIM OHH MPHUIILIA OT TBOUX Apy3ei. Jlyde
YTOUHHU Y HUX, OTIPABJISUIA JTU OHH TeOe AT (haiiibl.

udpoBas penyranus

[Mudposas penmyranus - 3T0 HEraTUBHAs WM MO3UTHBHAA HHPoOpManus B cetu o Tebe. Komnpomerupyroras
uHpOpMaIKs, pa3MEIICHHAs B WHTEPHETE, MOXET CEPhe3HBIM 00pa3oM OTPa3UTHCS Ha TBOCH pealbHON
xm3Hn. "LudpoBas pemyrauua" - 3T0 TBOH MMHIK, KOTOPBIA (opmupyercs u3 mHpopmanuu o tede B
MHTEPHETE.

TBOe MecTO KUTENbCTBA, yueObl, TBOC (DMHAHCOBOE IMOJIOKECHHE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJM3KUX - BCE ITO HAKAIUTUBACTCS B CETH.

MHorue MmoApOCTKH JETKOMBICICHHO OTHOCATCA K MyOJUKanuu JW4HOM uHpopmanun B MHTepHeTe, He
NOHUMAasT BO3MOXHBIX MOCIEACTBUHA. Thl Jake HE CMOXKENIb JOTaaaThCsi O TOM, 4TO (oTrorpadus,
pasMeleHHas 5 JeT Ha3a/, CTaja MPUYUHON O0TKa3a MPUHATH TeOs Ha paboTy.

Kommenrapuu, pasmerienue TBoux (ororpaduii u aApyrue 1eicTBUS MOTYT HE HCUE3HYTh JIaKe IOCIe TOTO,
KaK Thl UX yJauuiib. Thl HE 3HAElIb, KTO COXPAaHWJI 3Ty MH(POPMALHUIO, IMOMaja JIM OHAa B IOMCKOBBIC
CHCTEMBI U COXPAHMJIACH JIM OHA, a TIIABHOE: YTO MOyMAIOT O TeOe OKpY’KaroIIue T, KOTOPbIe HAUAYT U
yBUIAT 3T0. HaliTi mH(pOpMAaIiio MHOTO JIET CITYCTsI CMOKET JIF00OH - Kak U3 T0OpHIX MOOYKACHUH, TaK U C
HaMepeHHEM IPUYUHHUTH BPel. DTO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 10 3auTe MU(POBOI pemyTanuu:

1. ITomymaii, mpesk/ie 4eM 4To-TO IyOIMKOBATh U IepeiaBaTh y ce0s B 0JIore WiIM B COIIMAIBHON CETH;

2. B nHacrpoiikax mpo¢uis yCTaHOBU OTpaHMYEHHS] HA IMPOCMOTP TBOETO MPOGWIS U €r0 COACPKHMOTO,
cZelai ero ToJNbKO "1 Apy3en';

3. He pasmemaii 1 He yka3bIBail HHPOPMAIUIO, KOTOPAst MOKET KOTO-THO0 OCKOPOISATh HIIM OOMKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE IIKOJIBHUKM - aKTHBHbIE I0Jb30BaTENN LU(POBOro mpocrpancTBa. OnHAKO JAJEKO HE BCe
3HAIOT, YTO IOJIb30BaHHE MHOTMMH BO3MOXKHOCTSIMH HH(poBOro mmpa TpeOyeT COONIOJCHHs TpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTyanbHast COOCTBEHHOCTH" OTHOCHTCS K Pa3jMYHBIM TBOPEHHSM YEIIOBEUECKOTO yMa,
HAuMHas C HOBBIX M300pETEHMH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusimMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IPOU3BEIECHUSMHU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH, TUTEPaTyphI
U HUCKyccTBa.  ABTOpCKHME  IpaBa  BBICTYHAlOT B KauecTBE  TapaHTUU  TOro,  YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TPyl aBTOpa He OyJIeT HAallPACHBIM, 1aCT €My CIpaBeIINBbIE BO3MOXHOCTH
3apaboTaTh Ha pe3ysibTaTaXx CBOETO TPyHa, MOJYYUTh M3BECTHOCTh M Ipu3HaHue. Hukto Ge3 pasperieHus
aBTOpa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEACHHME, PACHPOCTPAHATh, MYOJUYHO JIEMOHCTPUPOBATH,
MpoJiaBaTh, UMIIOPTUPOBATh, IyCKaTh B MPOKAT, MyOJUYHO UCTIOIHATH, TOKA3bIBATH/UCIOIHATE B 3(Upe NN
pasmeniars B MlHTEpHeTE.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOr0 00ecrieueHusi MOYKEeT MPUBECTU K MHOTUM PHUCKaM: OT IOTEPH
JAHHBIX K TBOMM aKKayHTaM [0 OJIOKHPOBKM TBOEr0 YCTPOWCTBA, TJ€ YCTaHOBJIEHA HeJlerajabHas
nporpamMMa. He cTout Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIEraJibHbIE U O€CIUIaTHBIE IPOTrPAMMBI, KOTOPbIE
MOKHO HAlTH B CETH.

O noprane

CeTeBHYOK.p( - TBOIl IVIaBHBII COBETYHK B CeTH. 31eCh Thl MOKelllb Y3HATH 0 0€30IIaCHOCTH B CeTH
NOHATHBIM U JOCTYNHBIM fI3bIKOM, 2 NPH BO3HUKHOBEHMH KPHUTHYECKOH CHUTyalluu o0paTHThCH 3a
COBETOM. A Tak:Ke IPUHATH YYaCTHE B KOHKYPCAX U CTATh CAMbIM LH(PPOBBLIM IpaskiaHuHOM!



